(579) VBNINUAVBULVAVDIIU (TOR)

s ldusnisiassnedumasiindusuddnauuaiuinisAnenazaaudnenludena
A1UNUVANUNNISANBIUTEOURNBIUATEITIA LA 2 UseRUauuseuna w.A. 2568
1. wigeanuduwn

meldunugmsmansud ssoy 20 U lddmuaidmmensiaumineinsuywd Blugvsaansi 4
gnsmandmsiauILazaiuadadnen i nsuyvd 1 esesfuuTunmaasygianazdeay
frvasuudadly Tnoyafunswaundnonnaunaeny9din muq'ﬁ’umsﬂﬁgﬂﬁﬁwﬁmﬁﬂudamaq
nsUsuasuAdouuazTausssy Welvaudmiudegly 38" mesdndudiauazddndringu
Tumsasedanuiiiney waznsufsuszuuieiuaiiauseviuasdndrinmsguaiw uay “lsiinisugsu
nsiFeuuuundnlan TunnsedudaudssiuguioaufinisSeudnaondin TaonsaunssuunisFous
fineuauowion1sasuutadluamssedl 21 fnseenuuuszuunsBeuilnl nsdsuunumag nsiie

a

UsgAVTAmMszuuUIMISIANTISANYY wagnsiaunsEuuNsseuinaendIniiowmungseu Iraunsaniu
nsSeuiNmzaniuauesliegdallauiareanatnszuuMsAne Il aufeiau duasy waginw
nauRilANEIsaRAYTIUsTIAlTIT W RgINe Nzndndumsulauugumnaluladuazuinnssy”
lagn1simuIszuunIsiseus naevausswianisiudsuilasluanissed 21 gadulidiSoudvinyy
! 14 < U= b4 v v a =2 a v =
nseusuasilaldiSeusnasanan Useneudusguunidiinsnsensndnesmslaveuuleuienisdnm
o a ' v o | a = v a .
Seud denuge” annsedniSeu Junases lavduasunsiseuldnnil 1aa1 (Anywhere Anytime)
Seun3 dawvh adiseudugudnans dszuuniounanvesunisiseus lneiseuluidaaildane
OARALLIRDNET A3 19AIUEALDAIANINNTANE
JagUudinanuauenssunsnsfneduiugiulaadunisinasssudssunalidudidna
WwaRuAnsAnwLazanuAne o lidy1auusnsdumesidn auuSunvesaaiudne vnlilasu
u3n1sfdauvainvate luaiuisauimsdnnisaiuanudasade diun1svaiiudeyanistdanu
AIUNITUTITTANITUAAINT AT1UNITUTITIVUSENN AaenaulilanusofinnuuasnsIvdevaniuy
nstdauld §nunaluladdagdudniswauisgiesinda dwansenukaziinnisiudsuudas
neruAsygiakazdeny audnsfneiidesaiunsaiseuilanniinnnar Jllaudndudesdan
Y a a s & aa a a o I N Y Y = 9 = t%
A liusnsdumesilandusednsamlasnde Wuninsgiudediu sessumalulagludagiu el
inANUANALAzUTEleNIveImN19T1TNTS
ety d1dnuANENIINNITNITANYITUN ugu lnedrdnmalulaginonisiSounisaou
F9lATnlATINITWAIUITEUULATRYNENITANYITUN UFIU (OBEC Network) L olviddnauiuniiug
NNy anudne mhenuludsia annisznsandunsildusmsdyginvesanufing aaenaunag

wazyaaInsen1sinen dniseuldlddedyaradumesidnfidusz@avinmuazeudasnsds Tunisidiis

-

b ATTUAT 3. oo 61 NIIUANS

........................... USEEIU 20 el e,



e eeAnUI N NaINNaI8uLsTUUAT U8 BWmNBSLIR TIUTINITUIMITIANIGT N15TANTSS8US way
NSANIMIANINIIARIRALLEY ai9dnuliNIssEuIeg 1w alawannTIn “Seud lauay”
2. dnguizea
< o a o a ¢ & 9 YU o o & A = = Y v
Wedausnisdyaradumnesilalitudninnueiuinsfnw uazanudnuludeia Tl
wIeYnedeasinsALuIALNENIANITUNUgIY THUSEAVTA M warauUrensiugs

3. AuaudAgliuIng

3.1 1MNUENNNTININN VY

32 lLiduymrraduazany

33 lisgsewihadnianis

34 lifuyanadsegszvinsgnszfunmsbuteiauevievhdyariumienuvesizlidinsn
\esnmduddladsiunusinisuszifiunanisufianuvesfssneuniseausuidoud Sguuniinnis
nsEMsIMsAdsMuRmaTUsMARELNSTusTUUIAS DY s saumAYensL Ty Tnans

35 lifuyaradegnisyelilutyTnededianuuasldudaioudolifudfisny vaemieey
vossglusruuinietisasaumaveinsusayinats desufsdfyanaiifany Wufudiu §3an1s nssuns
fdans fuims gisunalunishidunuluianisvesifiyanatudie

36 feuauifuarlifidnuazdonihunuiinnznssunmsuleuienisdatednduasudmaan
AATFAMUALUTIBRIIHUNE

37 Wuyerasssunmsedayanadferdnliuinislaseinedumesdaiuszningian
ddnwselinddanan

38 ldfuffnauselomismiudugdudoiauesoduiidrdudoiaualiun dinmuaiiud
msfinwiszaufinuiunsanssd wa 2 o Tudseniadseninsadidnnsednd wielidudnszyiinis du
dunisdnranisudetueradusssulunisussmanaidnnsetindaded

39 liduguendniuiemnuduiu dweaufasldsontumalneiuuissunatesudoiaue
FfddsVaasiondvsuazanuduiuuindu

¥
& v 14 v

310 {8 uteiausdesameifouluszuudnd edndraniadgeiedidnnsednd (Electronic
Government Procurement: e-GP) 483nsutaydinany

311 fiuteiauedesilluoygausznevianisinsauunauuuuil e Ae flasehoiduvesiies
TrusmsuryarariluduunnSelnanssnusonisutstulaeie’

312 fiudoiauedosdiguduinsiifuanuiivsznevismsanndundnunds anansalduing
AsouAguimaTlduMsBumedidaludetadiinnuniiuiinisinudseoufnuiunsaisse wn 2

-

| .
KQF& ' ATIUNT 3. ... — C}I A3IUNTT

Lo . IO Usesu 2. ... EEOTURRRRRIN 3 1 # Ui o - SEC SO e,
1



4. UVIULVAUBINU

4.1 mseenuuulasy
WHulassnsiadioutiion1s@nw1duil ugiu : OBEC Virtual Private Network (MPLS VPN)
fimsiusnisesdumesidndmsumsfing Insquatizesny Wunslivinisvesyliuinislaseieg
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411 sUuuumsWeusiolasadng Internet Layer uag Network Gateway

dliunisiassiedumesidadosdininennsnmsan wesessunisldeu el

4.1.1.1

4.1.1.2

Q
Q.

[

i1 Internet Layer 1u§JULLU‘U Single Gateway i Internet Bandwidth
Capacity 5995Ul1io8n31 200 Gbps kazlinulasniunIuuInsgIu
auiuasasndenidluues
i1 Network Gateway Viﬁ'}ﬁmmﬂmzmimmimiﬁﬂm%uﬁugmLﬁalﬂu
gudnandlumsuimsianslasisaiiouiionsAnsduiiugunas
nsideudedumediin Mmuaeadonuinnsgiuanusiuasasnde
nslgiues sessunstiuimsaniudnwnazuiissunisanuiludsin
Tneflsruunargunsnisesiunsuimsinnislassdneegiedosdel

1) figunsal Internet Gateway Router ﬁﬁﬁwm’tugmwwm High
Availability 1 Interface Bandwidth Capacity 1 g9weom an151d 91U
Inefesdl Interface Bandwidth Capacity ses5ulsitioanin 800 Gbps

2) figunsal Core Router fivinsudm3y ISP Gateway Tuguiuy
¥94 High Availability Tnedl Interface Bandwidth Capacity ses3ulsitinanin
800 Gbps

3) 1gUnsa) Broadband Gateway Router fivieulugunuues
High Availability Tngdl Interface Bandwidth Capacity s943uliitiasnan
800 Gbps

1) f9Unsal Core Router 71¥1191ud1m3U ISP Network 711914
IUEULLUUGUEN High Availability Taedl Interface Bandwidth Capacity
s095UliTasnd1 800 Gbps

5) § Domain Name Systern (DNS) 7iflszuuu3nisdnnas Swleduy
N1391197U DNS Security LL@%VT"N’]UIUEULLUU%@Q High Availability

6) 1gUn3al Next Generation Firewall (NGFW) #iva1ulugunuy
294 Hierarchical Layer way High Availability 1agdl Interface Bandwidth
Capacity 895Uliitloenan 800 Gbps

7) 152UV Log Management System m1W5E 31950y a) @7
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4.1.2

4.1.3

8) T UU Network Management Wag Network Monitoring
Fifisanasenisuimsdanislasenaaiiowfiontsdne
4.1.1.3  awsavilassigiaiouanizuhsnuludiindiinamuanznisunis
nsfnwuiugluzULuy OBEC Private Network 16
4.1.1.4 fn15.9 ouses21ine OBEC Private Network wag OBEC Data Center
flonsiy Fsaziduguinanimsuimsianisssuvasaumavesdninny
musnsimmimiﬁﬂmsz]guﬁjugm wazidugugnalanisuinisdianig
309180 15Anwduil ugu Tnefl Bandwidth Capacity (iisnene
n5L9U Inedesdl Bandwidth Capacity sessuliitipanin 400 Gbps
STAULASDUIYRY (Access Layer)
4121 WJussuuaievrontsluvesaaiudnyl wasnursauludena
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1) gunsalAumLEUNINAIEYIE (Router)
2) gunsninseanedyaailiane (Access Point)
finszaronsiendedyaalueiasens 9 gunsainszanedyg
15216 (Access Point) fildSusneaziBunmunianwan
U59nnUINI5I9Rsdumesiiniionsne
4131 2wsduwesiniion1sfneuuud 1 (Leased Line Corporate Internet)
YA LTeENI1 500Mbps/500Mbps fasllnnanwuzag19tia
il
1) ;ﬂﬁu‘ﬁﬂﬁéfaqﬁmﬁyut,azmmu 19958 umes tanuvatslonia
Wuas (Fiber Optic) ImaﬁqﬂﬁﬂﬁgﬂmﬂamuﬁﬂmLLaxé’ﬁﬁ’mme
Aufinisdnunludstn ang. 1 eurolufiqud Data Center ang.
mmaquﬁﬁ%ﬁ’aLﬁ'amiﬁﬂmﬂguﬁjugm (onile) SNuazLdenny
AANUIN
2) §ldusn1sdesfind suazdsuougUnsaidunidunig (Router)
fifl WAN Port ag13tfes 1 Port & LAN Port agnsifas 2 Port 5945U
A15bY9U Protocols IPva4, Static Routes wag@1u15a%1 Network
Address Translation (NAT), Access Control List (ACL) leTuagnetiag
3) 29358 umad it onsfnwiwuud 17 auedandunuy
Fix Public IPv4 Address 91u3u 4 IP laggliusnisiesdnnis Public
IPvd Address fitaus 1991u521 U Autonomous System Nurnber
(ASN) wazgunsalinsevievas ang. legeliusydnsam
4) 19953 UWeSHIRLUUBIANS (Corporate Internet) fiiauadasdiosd]
Service Availability Ty'd'ouna1 95% Wagh 94d@1U150NAEDU
Bandwidth lalsideanin 90%



4) gunsainszedygialians arursaldauldmuninsgiu
(IEEE 802.11b, g, n, ac, ax) \Juaeeties wazlineldauunnou
4.1.3.2 ’Nﬁ]iﬁumaﬂﬁmL‘ﬁ'amiﬁﬂw’nwuﬁ 2 (Leased Line Internet) 1u1a
AnusIliiteandn 300Mbps/300Mbps  fiaadinaanvazeisiioy el
1) liusnmsdesinfauardsou 2asdumedidauuuaslonda
uas (Fiber Optic) lnsfigafindaninaniufnuinazdinay
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ang. evsFudATTaiiomsAnmtuiugu (ende) Meazden
ANUNIAKUIN
2) {ldusn1sdesiind suazdsuougUnsaidunidunis (Router)
fifl WAN Port agnsifas 1 Port 5 LAN Port agnsiies 2 Port 5895U
AN5LE9U Protocols IPva4, Static Routes waz@1u15a%1 Network
Address Translation (NAT), Access Control List (ACL) gillusenstiae
3) 29958 e Ll mit en1sdnwruuudl 2 Aavedeuduuuu
Fix Public IPv4 Address 31u3un1uaIanuiIn tage livsn1sdes
§An135 Public IPva Address 7 vaue 19911328 U Autonomous
Systern Number (ASN) kagaUnsaiia3ev18ued ang. laogadl
Usgansnn
5) 19958 umesHIALUUBIANS (Corporate Internet) Tiiauadiaasiasd
Service Availability l3d'oun21 95% wayd od@1u15aNAdDY
Bandwidth lalsidaanin 90%
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2) {liuinsdesfindanazdanoy gunsaidunidunia (Router)
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3) 19958 WS Ll AL en19A nwrwuudl 3 fauedeaduuuy
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4.2 NSUIMIIANITATEUY
421 dfiqudujvianisiaiesis (Network Operation Center : NOC) itorJugudnans
lumstivimaesetne usmsdamsssuuinwianulasadeiaietts N1sAnnIL ASI9a0Y LAYILINGD
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Srundlsitfosnd 245 léa drnnueiiuiinsdnees 1 glde
43 n15UTN159AN15lATIYY OBEC Private Network wagn139mn13 Public IPv4 Address
dtfnaunmugnssunsnisinduiugudunaradufuimsamaasdaasslasamsn Taeglvuing
Tnssrnedumesidadasdanisuazatuayunisusuiud sunisdsataaudin Public IPvd Address
vosgUnsal Router USMssasdumesidniiionis@nuinazgunsaiumsianisdiunas (ntemet Layer
way Network Gateway) 370 Public IPv4 Address a3 liu3nisiaseinedumesidnunldau Public IPv4
Address lag Autonomous System Number (ASN) suaaﬁwﬁfﬂmuﬂmsﬂimmsmﬁﬁﬂm%uﬁugm
a4 lunsdld Public IPva Address va3eiinauAMENITUNITNSANBIT UA ug 1T TIuIY
lieanenonisldanu g Iiuinisiaseriedumesidndeslinisaduayu Public IPva Address
TidinnueaznssumsnsAnuduiuguldnuediafisme
45  eusiunsasnfussuulaetne
451 Yot - sandumesidawuutesmaien (Single Gateway)
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5. aulunisusuuseiu dennasseAunsiiiuinig (Service Level Agreement: SLA)

51 luiniades qua ufly douusy vioidsugunsalvaunu o aoufifnds (Onsite
Service) AaaAdNEHRY

52 Uimsdumesidndediuinisogiseiiles 7 Ju masn 24 dalus

5.3 ﬁmmmimaamﬂuaimmamamm (Help Desk) Tiusmsldegwiaiiies 7 Ju naon 24 4l
wazdoafadod pansnduandadidnaueni uinsfnen waraniufnwy ndsanldsuudang
audndeademenielu 24 2l

54 nsdfvimsdumesidaliamisaldenls {liusnsdesdndunsuflalnldauls
avlu 48 2lus dudaudldfundsnngldnuniondyg mndlduinslisidunsudlalildauls
aelunandidvun flvuinsdesdusentiszauiuduneiulusnniesas 0.1 vesduiiuimsveiiou
sosglsaFou/dinnuaniiuiinisfin
6. wouludy 9
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6.1  HWSUTesAeIfincIgUnInlseuuATeYIenINNIngIY IEEE wavaunsallniimuuinsgiu
nsbifdiuginie

62 fliusnmafesinvhmeanBenmfind warnmsudammanudades wiouwuianadousie
fugunsaifmuaiuna Router lifumhegSuuinis

63 nsdanuAnydediinnueiiuiinisfine Jeeufiwesusideliuinisumedidn vie
nderansln gliuinisiosuurii Wisuinwvuasdosiidunmssigunsaiifnsslnalvaunsaldanlda
Juunf

64 nsdanuAnwvidoddnnuaaiiuiinsinuiigunsainssedygruliasogiy §iud
fostuiunsidonsedniugunsallvaififess Inedfuiruinseualddeiomn
f3udsinaduiufnds
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65 HiudnAedannsenAnntgunIailesiunisunsniaTetie (Firewall) seuumauiamesiy
VDI HUNNITAN
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92 fuidsausumn 9 Weu Usznaudeienans fell

921  ienansveyanisldanu (Bandwidth) yasdouAnwLazdinnuniuiinsfnm
Jusaiiou lnsanunseddlugduuuenans uwavdsluguuuudiannsedng

9.2.2  LONATIIENUNTEIEeN wagnsuAtalann aaudnwludeie drdnauan
fuinisfnwUszaufnwunsanssd e 2 Wunedeu lusuuuudidnnseting

923  lenasvangiareIn i lddyyudunedidennises nieuled uoansa 7
Soassl aoufnwuardninnuenituiinsfine Wdihnueaiuiinsineussanfinuuasassd wa o
TugUuuulndnsnaduin (Spreadsheet)
10. Foulumsdneiu

o

131919923188 uA g ldus N 58 umesidaduseidien Ineysudaediiunisfing 13993
Sumesilnasuiiunnniie wazdinisliusnisudn

11. wannaailun1sRaNTUN
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AANUININAIINTTINETTIVUTZUI

NUBUA 3 sUnuunIatne PNU

ANANUIN »
f13agUNIsUsTINUNIsTsuY sEanauand lduInsdyraduime Silinu 523U suuszuim w.e. 2568
. z sduuuiAIatnY
= 71U U B S 5701

- U 2995 UMBS AN aNISANEN g

N wunlsaSou P Access fiin nathau
33. wuud | woudl | wuud " o
Address Point i FAUINUAIUGIS | ADLLWS
4 1 2 3
1 [1WniSeu 1-120 Au 14,942 q 2 - = 2 2| 1,300
2 [vin3uu 121-300 Au 9,328 q i i ) 2 2| 1,300
3 |W¥nEeu 301-500 Au 1,389 8 3| - 3 3[ 1,950
4 [Y¥niSeu 501-1,000 AU 692 16 q - = q a| 2,600
5 [1WniSeu 1,001-1,500 AY 160 16 g - . aq al 2,600
6 |Yni3uu 1,501-2,000 AU ] i 16 5 4 1 a 5| 7,100
7 [viniS8u 2,001-3,000 AU 166 16 6 - 1 5 6| 7,750
8 [¥n3uu 3,001 Auduly 103 16 6] - 1 5 6| 7,750
9 Tsasuumi‘luquuwwu’lﬁnan’mqnna 185} 1 1 - 1 1 650
Wonanduidem ’ /

10|dinauunuiinisdne 245 16 5| 10,600
11 [mudnisdnufemwyssdndamin 83 al 2| 1,300
12 [Isadsunnunw 1,808 16 5| 10,600

1. 2995duveiiiaion1sdnen wuud 1 (Corporate Intemet) Toueausa 500/500 RMS"“li'umamsusmsamwaqamuﬁm-n

2. 20959 umesiiaien1sAnw LU 2 (Corporate Internet) JvuinAa1u132 300/300 Mbps Miiensuimsnuvesaniudnu

3. 29958umesidaion15Ane) wuU# 3 (Broadband Internet) flvuinainansa 1000/500 Mbps Tddmiuniseunisasu
z g v o o : d. v e « W
viell Wddnnuweiuiins@inwasivasvaniufnuiludaia euinusinisdnasseuyszanuuwazauaumnza
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